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U.S. Army Corps of Engineers (USACE)
LITIGATION SUPPORT REQUEST
For use of this form, see AR 27-40: Litigation; the proponent agency is CEIT-CSD-F.
Principal Purpose         To identify, search, collect, and preserve electronic files pertaining to ASBCA appeal, Civil Litigation, Congressional Inquiries, OIG 
                  Investigations, and Employment litigation (MSPB Appeal, EEOC Complaint, or OSC Investigation).
Routine Uses         Data retrieved will be shared with the cyber forensics team, Office of Counsel, and law enforcement (where applicable) for 
                  analysis.
COUNSEL CONTACT INFORMATION:
CASE DETAILS:
3. DOJ representation 
 PART II: CUSTODIAN SEARCH PARAMETERS
 PART I: INITIAL INTAKE 
CUSTODIANS: 
Include a separate entry for custodians with multiple U-PASS IDs, i.e. name changes or alias accounts. The custodians full name including middle initial is required. Do not use nick names or abbreviations instead of the custodian's full name. 
Custodian Name
(Full Name)
Computer Name
(COE-XXXXX-B8251)
U-PASS ID
E-mail Address
1.0
darwin.chen@usace.army.mil
2022-10-24
Forms Design Team
Darwin Chen
2023-05-30
LITIGATION SUPPORT REQUEST
LITIGATION SUPPORT REQUEST
DATA STORAGE LOCATIONS:
Review the below list of potential data storage locations and select the appropriate locations that may contain potentially responsive data. (Check all that apply.)
DATA TYPES:
Review the below list of types of software applications that may have been used to created potentially responsive data. (Check all that apply.)
EXAMPLES
Local storage: c:\Users\(UPASS_ID)\Documents\FolderName\SubFolderName
Personal network storage: \\xxx.netapp2.xxx.ds.usace.army.mil\UPASS_ID
Shared network storage: \\xxx.netapp2.xxx.ds.usace.army.mil\FolderName\SubFolderName
One Note URL: https://usace-my.dps.mil/personal/michael_t_brockbank_usace_army_mil
FAQs: 
Question 1:  Do I need to tag a computer that is subject to a litigation hold. 
Answer 1:     Yes, in accordance with Engineer Regulation (ER) 25-60-1, paragraph 22e (2021), all computers subject to a litigation hold will be 
               labeled.  See Answer 3 to locate sample litigation hold stickers.
Question 2:  The ER 25-60-1 indicates only computers should be tagged. Should I also tag other devices like external hard drives and cell phones? 
Answer 2:     Yes, we encourage local counsel offices to tag all electronic devices that contain information subject to a litigation hold. 
Question 3:  Where can I find additional information concerning e-discovery? 
Answer 3:     Information concerning e-discovery is online at: 
      https://usace.dps.mil/sites/CIOG6-CS/SitePages/Cyber-Forensics.aspx
      https://apps.usace.army.mil/sites/CorpsLaw/PracticeAreas/LitigationAdminDisputes/eDiscovery/Pages/eDiscoveryPortal.aspx
Question 4:  The supervisor wants to place the custodian's computer in a file cabinet should we let them do it? 
Answer 4:     No, if a computer is off the network for an extended period of time it will be removed from the network. Typically after 30 days of inactivity                   
               the computer will be placed into a disabled mode. The disabled mode will last for another 2 weeks before the computer account is 
               deleted. The problem is once the account is deleted the encryption on the drive will kick in and turn the computer into a brick. The data 
               will become inaccessible and unusable. It is recommended that someone log into the computer every 20 days to ensure the computer 
               remains connected to the network. 
Question 5:  The employee's computer is scheduled to be refreshed. Can we copy the information saved locally to another location when transferring 
               files to a new machine? 
Answer 5:     It depends on the case and if you need to preserve metadata. If metadata is not an issue then the CIO/G-6 can follow their standard 
                   practice for moving data identified by the custodian during the refresh. If metadata is an issue then there are several options available to 
               Cyber Forensics to preserve the data and metadata. It is recommended to contact the Cyber Forensic Analyst assigned to your case for 
               more specific guidance.
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